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United States Department of State
and the Broadcasting Board of Governors

Office of Inspector General

PREFACE

This report was prepared by the Office of Inspector General (OIG) pursuant to the Inspector
General Act of 1978, as amended, and Section 209 of the Foreign Service Act of 1980, as
amended. It is one of a series of audit, inspection, investigative, and special reports prepared by
OIG periodically as part of its responsibility to promote effective management, accountability
and positive change in the Department of State and the Broadcasting Board of Governors.

This report is the result of an assessment of the strengths and weaknesses of the office, post,
or function under review. It is based on interviews with employees and officials of relevant
agencies and institutions, direct observation, and a review of applicable documents.

The recommendations therein have been developed on the basis of the best knowledge
available to the OIG and, as appropriate, have been discussed in draft with those responsible for
implementation. It is my hope that these recommendations will result in more effective,

efficient, and/or economical operations.

I express my appreciation to all of those who contributed to the preparation of this report.
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Harold W. Geisel
Deputy Inspector General
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KEY FINDINGS

e The Baghdad Embassy Security Force (BESF) provided through a contract
with the private security company, Triple Canopy, has been effective in ensur-
ing the safety of chief of mission personnel in Baghdad’s volatile security
environment.

* The Bureau of Diplomatic Security (DS) generally manages the Triple Canopy
contract well, although it could improve its oversight of personnel attendance
and language qualification. The contracting officer’s representative in Baghdad
does not verify either the guards’ attendance at their posts or the accuracy of
personnel rosters (muster sheets) before they are submitted, to ensure contrac-
tor charges for labor are accurate. In addition, DS does not ensure that person-
nel have required English language proficiency.

e DS lacks standards for maintaining training records. As a result, Triple Cano-
py’s training records are incomplete and in disparate locations making it dif-
ficult for the Bureau to verify whether all personnel have received required
training.

* There are several weaknesses in the canine explosive test procedures car-
ried out by Triple Canopy’s subcontractor, RONCO Consulting Corporation.
RONCO could not confirm whether it is testing for all scents required by the
contract. In addition, possibly expired and contaminated materials are used to
train and test the canines, although fresh testing materials are required. Finally,
the way in which these materials are stored may lead to cross-contamination.

e Triple Canopy effectively controls U.S. Government-furnished property.

e DS representatives at Embassy Baghdad do not have criteria for the number
of consecutive days guards can work without a day off. The Office of Inspec-

tor General found that some guards had worked as many as 39 days without a
break.

e Triple Canopy BESF guard housing is unsafe and in violation of the contract,
several safety codes, and Department of State (Department) regulations.

¢ Embassy Baghdad has not adequately planned for a reduced Department or
Department of Defense (DoD) presence in Baghdad, resulting in a projected
unnecessary cost of approximately $20 million to the U.S. Government for
site security over the next two years. Of this sum, the Department would incur
approximately $12 million and DoD would incur more than $8 million in un-
necessary costs.
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¢ From October 2010 to September 2011, the U.S. Agency for International
Development (USAID) compound in Baghdad will be isolated, and will thus
create a security risk for BESF guards traveling to and from the compound.
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INTRODUCTION

In July 2005, Triple Canopy, a private security company, was awarded the Depart-
ment of State’s Baghdad Embassy Security Force (BESF) contract. From the start of
the contract in July 2005 until September 2009, DS has obligated to Triple Canopy
a total of $438 million. Currently, Triple Canopy has more than 1,800 employees
dedicated to the contract in Baghdad. Approximately 1,600 of these employees are
guards from Peru and Uganda.

The Middle East Regional Office (MERO) of the Office of Inspector General
(OIG) initiated this work under the authority of the Inspector General Act of 1978,
as amended,' due to concerns about the Department’s exercise of control over the
performance of security contractors. In particular, DS was concerned that Triple
Canopy’s training records were not sufficient to determine whether its personnel
were properly trained. Overall, the objectives of this review were to determine: (1)
the requirements and provisions of the contract; (2) whether contract performance
measures have been established and are being achieved; (3) how well the Department
has administered the contract to provide proper oversight of Triple Canopy’s perfor-
mance in Baghdad, Iraq; (4) whether the contract is being effectively managed; (5)
the sufficiency of Triple Canopy’s training, qualification, and personnel records for
security guards, supervisors, and managers supporting the contract in Baghdad, Iraq;
and (6) whether Department contracts include FAR clause 52.222-50, which provides
for termination of a contract if the contractor engages in severe forms of trafficking
in persons.

In developing this assessment, OIG met with officials from DS and Embassy
Baghdad, and with Triple Canopy management. OIG traveled to Baghdad, Iraq
where Triple Canopy provides guard force protection for various U.S. Government
sites. In Baghdad, the OIG team visited 20 guard force sites and conducted random
interviews with guards and guard supervisors. OIG also inventoried U.S. Govern-
ment-furnished equipment and conducted an inspection of Camp Olympia, where
Triple Canopy guards are housed.

1'5USC App. 3
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EXECUTIVE SUMMARY

REesuLts

The security environment in Baghdad requires a highly trained security force to
allow the U.S. mission there to function properly. The Department’s contract for
BESF is generally well-managed by DS. Additionally, Triple Canopy’s provision of
the guard force has met the security goals of the contract. OIG found that in those
areas in which DS has the most oversight, Triple Canopy performs well. However, in
areas over which DS has little oversight, Triple Canopy’s performance needs im-
provement.

Triple Canopy has successfully provided a guard force that deters unauthor-
ized, illegal, or potentially life-threatening activities directed toward chief of mission
personnel in a volatile and rapidly changing security environment. Additionally, Triple
Canopy has effective control over U.S. Government-furnished property. However,
Triple Canopy has incomplete training records in various locations, making it difficult
to verify whether guards have received required training, There are also weaknesses
in Triple Canopy’s training of explosive detection canines and its storage of testing
materials.

Despite overall satisfactory contract management, DS could improve its perfor-
mance in three areas. First, the contracting officer’s representative (COR) does not
sufficiently check attendance or verify personnel rosters (muster sheets) before they
are sent to Triple Canopy and onto DS in Washington, DC. Second, the COR does
not enforce contractually required standards for guards’ English language proficiency.
Due to their low levels of proficiency, some guard supervisors are unable to ad-
equately communicate with their subordinates, which could lead to serious problems
during an emergency. Finally, DS lacks criteria for the number of consecutive days
guards can work. Guards reported working an average of 10-11 consecutive days,
and OIG found some had worked as many as 39 days in a row. This practice dimin-
ishes guard alertness and undermines site security.

Triple Canopy houses guards in unsafe conditions. Guards live in crowded bar-
racks and shipping containers that exceed occupancy limits by more than 400 per-
cent. Barracks lack required sprinkler systems, fire extinguishers, and two exit points.
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Barracks’ exits also exceed the minimum safe distance, and are sometimes blocked
by objects. The barracks and containers do not have required fire alarms, smoke
detectors, emergency lighting, or exit signs. Currently, no entity is overseeing housing
safety, although both Triple Canopy and the Department are required to do so.

The Department could better plan for the future of the security force in Bagh-
dad. The Department’s plans to reduce the size of the guard force do not take into
account all site closures, costing the U.S. Government approximately $20 million over
the next two years. Of this amount, the Department and DoD would save approxi-
mately $12 million and $8 million, respectively. During these closures, the isolated
USAID compound in Baghdad will create a security risk for guards traveling to and
from the site. Furthermore, the Department has no plan for integrating Iraqi nation-
als into the embassy guard force, which would significantly reduce security force
Costs.
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RECOMMENDATIONS

Recommendation 1: The Bureau of Diplomatic Security should ensure that Em-
bassy Baghdad’s regional security office reviews and verifies the accuracy of mus-
ter sheets prepared by Triple Canopy before they are submitted to Triple Canopy
program management, and subsequently to the Bureau of Diplomatic Security in
the United States. (Action: Bureau of Diplomatic Security)

Recommendation 2: The Bureau of Administration in consultation with the Bu-
reau of Diplomatic Security should modify the Baghdad Embassy Security Force
contract to include standard operating procedures for maintaining contractor
training records. These procedures should include details on required records,
tests, verification, and the physical location of the records. (Action: Bureau of
Administration in consultation with the Bureau of Diplomatic Security)

Recommendation 3: The Bureau of Diplomatic Security should employ an inde-
pendent canine expert to verify, annually, the detection capabilities of the contrac-
tor’s canines, and determine whether the contractor is complying with the U.S.
Department of the Treasury’s Odor Recognition Proficiency Standard for Explo-
sives Detection Canines. (Action: Bureau of Diplomatic Security)

Recommendation 4: The Bureau of Diplomatic Security should ensure that con-
tracting officer’s representatives implement random, thorough, and unannounced
monthly checks of contractor performance. The Bureau of Diplomatic Security
should link completion of these checks with contracting officer’s representative
performance appraisals. (Action: Bureau of Diplomatic Security)

Recommendation 5: The Bureau of Diplomatic Security should assess the English
proficiency levels of all guards and guard supervisors. Guards and supervisors
without the required level of proficiency should be removed, or alternatively,
Triple Canopy should accept a payment reduction until it can prove guards and
guard supervisors have achieved the required level of proficiency. (Action: Bureau
of Diplomatic Security)

Recommendation 6: The Bureau of Diplomatic Security should develop criteria for
the amount of rest and number of days off guards should receive. These criteria
should include environmental considerations. (Action: Bureau of Diplomatic Se-

curity)
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Recommendation 7: The Bureau of Diplomatic Security contracting officet’s rep-
resentative and the Embassy Baghdad facilities section should regularly inspect
Camp Olympia to ensure Triple Canopy is meeting all health and safety standards.
The Bureau of Diplomatic Security should make payments to Triple Canopy con-
tingent upon Triple Canopy maintaining acceptable standards for its guard force.
(Action: Bureau of Diplomatic Security and Embassy Baghdad)

Recommendation 8: The Bureau of Diplomatic Security should conduct an analy-
sis of current and future site protection needs in Baghdad to determine the ap-
propriate number and allocation of guards under its contract with Triple Canopy.
This analysis should include a feasibility study on integrating Iraqi nationals into
the Baghdad Embassy Security Force. (Action: Bureau of Diplomatic Security)

Recommendation 9: Embassy Baghdad’s management section should conduct an
analysis of the U.S. Agency for International Development’s integration into the
new embassy compound to determine if it can move up the Agency’s planned
relocation from September of 2011 to October of 2010. (Action: Embassy Bagh-
dad)

MaNAGEMENT ComMENTS AND O1G RESPONSE

OIG received formal written comments from DS in response to the Key Findings
in this report. These comments are included verbatim in Appendix IV. DS noted it
had requested that OIG conduct an independent audit of Triple Canopy’s training,
qualification, and personnel records, was pleased OIG chose to incorporate these
issues into its audit of the BESF contract, and would welcome the opportunity to
meet with MERO to discuss the audit results in greater detail. The Bureau of Ad-
ministration and Embassy Baghdad did not provide comments.

DS stated that its program office travels to Iraq quarterly to conduct Program
Management Reviews of the BESF contract and the results of their English profi-
ciency level reviews of the guards differ from those cited in this report. The method-
ology used by the DS program office to determine language proficiency is not clear,
but OIG’s detailed review of the supervisors’ training files indicated that not all of
the supervisors possessed Level 2 English language proficiency for their position as
required by the contract. Numerous supervisor files included signed letters from Tri-
ple Canopy management requiring them to attend Level 0 or Level 1 English classes.
Also, in discussions with Triple Canopy’s training instructors, OIG learned that
Triple Canopy was aware that not all of the guards who were promoted to supervi-
sory positions possessed the required Level 2 English proficiency. OIG maintains

OIG Report No. MERO-A-10-05, The Bureau of DS Baghdad Embassy Security Force, March 2010
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that if guard supervisors are unable to communicate effectively with English-speak-
ing Ugandan guards to provide daily briefs and guidance in times of emergency, the
security of the Embassy and its personnel is at risk.

In regard to unsafe guard housing conditions, DS stated that it is committed to
moving all BESF personnel out of Camp Olympia as quickly as possible. DS noted
that, since OIG raised concerns over camp conditions in October 2009, neatly 400
guards have been relocated to other Department and DoD venues, and the regional
security office is working to relocate the remaining guards by April 2010.

Concerning the future of the BESF in Iraq, DS stated that the $20 million in
unnecessary guard costs projected by OIG has not been incurred by the U.S. Gov-
ernment, and the Department does not pay for guard services it does not receive. DS
also stated that long-term planning is difficult due to the fluid nature of the security
requirement and real estate negotiations with the Government of Iraq. Accordingly,
estimates for future guard services change as adjustments are made in the Embassy’s
future presence in Baghdad, giving rise to the type of disparity OIG cited between
DS projections and the status of embassy planning at the time of the audit.

OIG fully understands the fluid nature of present-day Iraq and the difficulty of
planning for future programs and contingencies. As OIG stated in its report, Per-
Sformance Audit of Transition Planning for a Reduced United States Military Presence in Iraq
(MERO-A-09-10, August 2009), a concurrent audit of embassy planning efforts in a
fast-changing environment such as Iraq presents reporting challenges. Nonetheless,
as of November 2009, OIG found that the DS guard force reduction plans under-
estimated the number of sites to be closed and the number of guard positions to be
eliminated. OIG also found that the embassy’s management office and the regional
security office were not aware of the requirement to move USAID staff to the
embassy compound by September 2011. Although DS comments did not expressly
address the appropriateness of Recommendation 8, OIG continues to believe the
Department would benefit from DS conducting an analysis of current and future
protection needs in Baghdad to determine the appropriate number and allocation of

guards.
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BACKGROUND

On July 19, 2005, the Department of State awarded the BESF contract to the
private security company, Triple Canopy. Under this contract, Triple Canopy oper-
ates and manages a 24-hour armed guard service to deter unauthorized, illegal, or
potentially life-threatening activities directed toward chief of mission employees,
visitors, sensitive information, and properties. Specifically, the BESF provides entry
control to sites and perimeter security, maintains checkpoints, conducts patrols, and
inspects entering vehicles. Guards protect Embassy Baghdad and more than a dozen
other sites including office buildings, training areas, U.S. Government personnel and
contractor housing, a recreation center, helicopter landing zones, warehouses, con-
struction sites, military bases, and a hotel. The guard service has nearly 1,600 guards,
who are primarily nationals from Peru and Uganda.

Figure 1:

Guard inspecting entering vehicle

Source: Office of Inspector General

The contract’s original value for a base year and four option years was $356 mil-
lion. The contract allows for labor hours to vary, and the Department has increased
the quantity of labor hours and, in turn, the value of the contract. As of September
2009, the Department had obligated $438 million and expended $355 million for the
BESE. Table 1 shows funding for the contract by contract year.
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Table 1: BESF Funding (in millions)*

Base Year Option Year 1  Option Year 2 Option Year 3  Option Year 4%*
7/19/05- (7/21/06- (7/20/07- (7/19/08- (7/21/09-7/18/10) Total
7/20/06) 7/19/07) 7/18/08) 7/20/09) ota
Total
Obligated $73.3 $79.9 $78.0 $125.3 $81.1 $437.6
Total
Expended $48.2 $69.5 $107.3 $116.7 $13.3 $355.0

*Until Option Year 4, the BESF also protected one site outside of the International Zone.
**Qption Year 4 total obligated and total expended as of September 16, 2009
Source: OIG analysis of Office of Acquisition Management data

Under the BESF contract, the Department pays Triple Canopy for direct costs,

an houtly rate for armed guard services while at post. The hourly rates for the armed

guard services include Triple Canopy’s indirect labors costs, overhead, and adminis-

trative expenses. Table 2 shows services directly paid for by the Department.

Table 2: BESF Direct Labor Costs

Position Nationalities* Number of Posts | Hours per Year
Guard Peru, Uganda 561 4,522,447
Guard Supervisor Peru 65 535,820
Site Manager US 53 258,420
Dog Handler US, South Africa 34 219,730
Screener Iraq 44 213,160
Logistics Manager US 4 17,520
Emergency Medical Technician US 2 8,760
Physician Assistant US 2 8,760
Communications Specialist US 2 8,760
Operational Security Specialist US 1 8,760
Senior Armorer US 1 4,380
Armorer US 1 4,380
IT Systems Engineer US 1 4,380
Medical Officer US 1 4,380
Logistics Assistant Peru, Nicaragua 1 3,120

*Figure includes nationalities that exceed three percent of total staff in each position. A small
number of nationals from Chile, Honduras, and Nicaragua are employed as guards and guard
supervisors. A small number of nationals from Canada and the United Kingdom are employed as

dog handlers.

Source: OIG analysis of DS and Triple Canopy data

Most guard, guard supervisor, and site manager posts are staffed 24 hours a day
and require two 12-hour shifts. Additionally, these positions have mandated breaks.
As a result, Triple Canopy hires and has in country more employees than posts. For

instance, on September 2, 2009, Triple Canopy personnel staffing records showed

1,564 guards and guard supervisors in country for 626 guard and guard supervisor

posts.
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ProTECTION AREA OF RESPONSIBILITY

The BESF protection area of responsibility is composed of sites within Bagh-
dad’s International Zone, an area roughly three miles by two miles divided by the July
14™ Expressway. The BESF protects sites and has checkpoints on both sides of this
expressway. Protection of some sites is funded by the Department while DoD funds
other sites’ protection. Figure 2 shows location of sites.

Figure 2: Baghdad Site Locations*
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1. Forward Operating Base Freedom 11. USAID and Watertower Project

2. Office of Regional Affairs 12. Checkpoint 1A

3. KBR Site 1 (Camp Hope) 13. Checkpoint 2A

4. Landing Zone Washington 14. Al Rasheed Hotel

5. KBRSite 2 15. Checkpoint 17

6. Worldwide Personal Protective Services Camp  16. Regional Security Office Range

7. Area5l 17. Camp Olympia

8. KBR Site 3 18. Landing Zone Fernandez

9. Forward Operating Base Blackhawk 19. Forward Operating Base Prosperity

10. USAID Liberty Pool

*Not to scale
Source: OIG analysis of DS data
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While there has been significant improvement in Iraq’s security situation over the
past year, the country remains dangerous and unpredictable. Attacks continue against
military and civilian targets throughout Iraq, including in the International Zone.
Methods of attack have included mortars, rockets, and improvised explosive devices
(roadside, human, and vehicle-borne).
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TRIPLE CANOPY PERFORMANCE

Triple Canopy’s BESF has prevented unauthorized, illegal, or potentially life-
threatening actions directed toward chief of mission officials and visitors, as well as
sensitive information and property within Baghdad’s International Zone. Addition-
ally, Triple Canopy propetly inventories and controls U.S. Government-furnished
property. However, OIG found weaknesses in the contractor’s maintenance of train-
ing records and its management of the subcontractor handling the explosive detec-
tive canines, RONCO Consulting Corporation. Triple Canopy has incomplete train-
ing records in disparate locations, making it difficult to verify whether personnel have
received required training. Finally, the canines’ ability to detect explosives is unproven
because the testing materials are improperly maintained and stored.

OVERALL PERFORMANCE

OIG found that Triple Canopy has met each of the following general work
requirements of the contract: (1) operate and manage an armed guard service to pre-
vent unauthorized access, protect life, maintain order, deter criminal attacks against
employees, dependents, and property; (2) recruit, train, and manage the guard force
and the managerial and technical personnel listed in the contract; (3) conduct security
screening of both personnel and vehicles to prevent unauthorized weapons, devices,
or explosive material from entering embassy facilities or residences; and (4) coordi-
nate with local law enforcement.

Triple Canopy incident reports reveal that during the contract performance
period, no one under chief of mission authority has been injured or killed due to
unauthorized entry or perimeter breaches. There have been two intentional weap-
ons discharge incidents related to BESF guards, but neither incident resulted in a
reported injury or death. According to Triple Canopy records, in the past year, Triple
Canopy ensured its posts were always protected by guards, and were supervised by
guard supervisors and site managers.” Canines have performed more than 1.3 million

2 However, local visitor screeners were not at their posts an average of 13.3 hours out of 17,763
hours per month, and emergency medical technician posts were left unattended an average of
10 out of 730 hours per month. The contracting officer’s representative gave prior approval of
these screener and emergency medical technician absences, and the U.S. Government was not
charged for labor.
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searches, and there are no reports of any unauthorized weapons, devices, or explo-
sive material entering embassy facilities or residences. At several sites throughout the
International Zone, security is provided by multiple guard forces, and the BESF ef-
fectively coordinates with local authorities, local police, DoD, and other contractors.

TRAINING RECORDS

The BESF contract requires Triple Canopy to maintain employee training re-
cords that may be reviewed by the contracting officer’s representative (COR). OIG
found that Triple Canopy does not adequately maintain training records for all
employees. Specifically, through an examination of records, OIG was unable to
determine whether all guard supervisors had taken and passed the required supervi-
sory training course. Additionally, training records are not consistently formatted or
housed in a central location, making it difficult for the COR to review them. Lastly,
OIG determined that the Triple Canopy training department in Baghdad does not
follow any standard operating procedures for training data collection and storage.

Among the supervisory course records, OIG found 39 percent of the files were
missing at least one of the five course exams. Additionally, 44 percent of files had
course certificates that were not fully signed, meaning they were missing the Triple
Canopy deputy project manager’s signature. A fully signed certificate denotes a suc-
cessfully completed course. Also, logbooks did not include daily attendance signa-
tures, although Triple Canopy was able to provide unsigned daily roll call sheets.
Triple Canopy reported that some records were lost when they were moved from the
Embassy Baghdad Annex I building to Camp Condor, where the training records are
now maintained.

Figure 3: Completeness of Supervisor Training Course Records

Some exams

missing, All exams in file,
certificates not certificates fully
fully signed, signed, 46%
29%

Some exams
missing,
certificates fully
signed, 10%

All exams in file, )
certificates not
fully signed,
15%

Source: OIG analysis of Triple Canopy data

K OIG Report No. MERO-A-10-05, The Bureau of DS Baghdad Embassy Security Force, March 2010

UNCLASSIFIED




UNCLASSIFIED

OIG reviewed 79 guard supervisor training records chosen at random and
checked for transparency and adequacy in documentation of weapons requalifica-
tion, annual refresher training, and supervisory training. OIG found weapons requali-
fication and annual refresher training documentation to be complete, although in
varying formats. Triple Canopy provided documentation for all 79 guard supervisors
showing attendance for weapons requalification and refresher training. Triple Canopy
maintains training information in logbooks with daily attendance signatures from
instructors and students. This information is also maintained in an intranet database
that can be accessed from various Triple Canopy locations around the world. OIG
verified that information in the electronic database matched that in the logbooks.
However, data in weapons logbooks was not collected in a consistent manner. Cer-
tain weapons certifications were included in the wrong logbooks. Some records were
listed by employee number, others were in alphabetical order, and some were in no
particular order. While the contract is silent on a training record format, this practice
makes it difficult for the COR to review the accuracy of records.

OIG found that physical training records for the guards, supervisors, and site
managers are maintained in different locations around the world — Iraq, Peru,
Uganda, and the United States. Much of Triple Canopy’s training information is in
a database only accessible via the company’s intranet. However, this database does
not contain instructor or attendee signatures, nor does it include supervisory train-
ing tests. While the contract is silent on the location of training records, the disparate
locations of records make it difficult for the COR to review them for accuracy. Table
3 shows the physical location of training records by course.

Table 3: Location of Training Records
Training

Part of
Internet

Participants Training

Course Documents Records

Physical Location of Training

Database

Basic Firearm | Guards Firing scores Yes Lima, Peru ; Kampala, Uganda
Certificate Yes Lima, Peru ; Kampala, Uganda
Guard Supervisors | Firing scores Yes Lima, Peru ; Kampala, Uganda
Certificate Yes Lima, Peru ; Kampala, Uganda
Site Managers Firing scores Yes Herndon, VA, US
Certificate Yes Herndon, VA, US
Supervisory Guard Supervisors | Five exams No Baghdad, Iraq
Certificate Yes Baghdad, Iraq
Site Managers Five exams Partial Herndon, VA, US
Certificate Yes Herndon, VA, US
Weapon Guards Firing scores Yes Baghdad, Iraq
Requalification | Guard Supervisors | Firing scores Yes Baghdad, Iraq
Site Managers Firing scores Yes Baghdad, Traq
Refresher Guards Attendance record Yes Baghdad, Iraq
Guard Supervisors | Attendance record Yes Baghdad, Iraq
Site Managers Attendance record Yes Baghdad, Iraq
English Guards Initial Assessment Yes Lima, Peru
Proficiency English class tests No Baghdad, Iraq
Guard Supervisors | Initial Assessment Yes Lima, Peru
English class tests No Baghdad, Iraq

Source: OIG analysis of Triple Canopy data
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ExpLosIVE DETECTION CANINES

Triple Canopy provides explosive detection canine services through the subcon-
tractor RONCO Consulting Corporation, a subsidiary of Wackenhut Services, Inc.
OIG found weaknesses in canine test procedures that call into question the ability of
the canines to effectively detect explosives. RONCO could not confirm it is testing
for all contractually mandated scents. In addition, the subcontractor uses old materi-
als to train and test the canines, although fresh materials are required. Finally, the
improp